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The Nexus 7000 and 5000 series have taken port-channel functionality to the next level by enabling port-channels to exist between links that
are connected to different devices. Virtual Port Channels (vPCs) were introduced in NX-OS v4.1(4). vPCs offer better bandwidth utilization

while allowing for device level redundancy with faster convergence times compared to multiple port-channels using spanning tree. vPCs also
eliminate the need for spanning tree blocked ports.

The vPC Domain

vPCs are configured by associating two Nexus switches (Nexii?) into a vPC domain. Within that domain information is exchanged across
two special link types. The vPC peer-keepalive link provides heartbeating between the vPC peers to ensure that both devices are online

— preventing any active/active (split-brain) scenarios that could present loops into the topology. The vPC peer link is used to exchange
state information between the vPC peers. It also provides additional mechanisms that can detect and prevent any split-brain circumstances.

vPC Configuration

Our first step here is to enable the vPC feature on N7k-1 and -2.

N 7 k - 1 #  c o n f  t
E n t e r  c o n f i g u r a t i o n  c o m m a n d s ,  o n e  p e r  l i n e .   E n d  w i t h  C N T L / Z .
N 7 k - 1 ( c o n f i g ) #  f e a t u r e  v p c

Once complete, we can create our VRF for the VPC keepalive, and test its connectivity.
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N 7 k - 1 ( c o n f i g ) #  v r f  c o n t e x t  v p c - k e e p a l i v e
N 7 k - 1 ( c o n f i g - v r f ) #  i n t  e t h  2 / 1 0
N 7 k - 1 ( c o n f i g - i f ) #  n o  s w i t c h p o r t
N 7 k - 1 ( c o n f i g - i f ) #  v r f  m e m b e r  v p c - k e e p a l i v e
N 7 k - 1 ( c o n f i g - i f ) #  i p  a d d  1 0 . 1 . 2 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
N 7 k - 1 ( c o n f i g - i f ) #  n o  s h u t
!
N 7 k - 2 ( c o n f i g ) #  v r f  c o n t e x t  v p c - k e e p a l i v e
N 7 k - 2 ( c o n f i g - v r f ) #  i n t  e t h  2 / 1 0
N 7 k - 2 ( c o n f i g - i f ) #  n o  s w i t c h p o r t
N 7 k - 2 ( c o n f i g - i f ) #  v r f  m e m b e r  v p c - k e e p a l i v e
N 7 k - 2 ( c o n f i g - i f ) #  i p  a d d  1 0 . 1 . 2 . 2  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
N 7 k - 2 ( c o n f i g - i f ) #  n o  s h u t
!
N 7 k - 1 #  p i n g  1 0 . 1 . 1 . 2  v r f  v p c - k e e p a l i v e
P I N G  1 0 . 1 . 1 . 2  ( 1 0 . 1 . 1 . 2 ) :  5 6  d a t a  b y t e s
6 4  b y t e s  f r o m  1 0 . 1 . 1 . 2 :  i c m p _ s e q = 0  t t l = 2 5 4  t i m e = 1 . 2 4  m s
6 4  b y t e s  f r o m  1 0 . 1 . 1 . 2 :  i c m p _ s e q = 1  t t l = 2 5 4  t i m e = 0 . 9 4 1  m s
6 4  b y t e s  f r o m  1 0 . 1 . 1 . 2 :  i c m p _ s e q = 2  t t l = 2 5 4  t i m e = 0 . 8 0 8  m s
6 4  b y t e s  f r o m  1 0 . 1 . 1 . 2 :  i c m p _ s e q = 3  t t l = 2 5 4  t i m e = 0 . 8 1 7  m s
6 4  b y t e s  f r o m  1 0 . 1 . 1 . 2 :  i c m p _ s e q = 4  t t l = 2 5 4  t i m e = 0 . 8 1 6  m s

- - -  1 0 . 1 . 1 . 2  p i n g  s t a t i s t i c s  - - -
5  p a c k e t s  t r a n s m i t t e d ,  5  p a c k e t s  r e c e i v e d ,  0 . 0 0 %  p a c k e t  l o s s
r o u n d - t r i p  m i n / a v g / m a x  =  0 . 8 0 8 / 0 . 9 2 4 / 1 . 2 4  m s

We can now assign this as our vPC domain’s peer-keepalive link and verify that it is working.

N 7 k - 1 ( c o n f i g ) #  v p c  d o m a i n  1
N 7 k - 1 ( c o n f i g - v p c - d o m a i n ) #  p e e r - k e e p a l i v e  d e s t i n a t i o n  1 0 . 1 . 1 . 2  s o u r c e  1 0 . 1 . 1 . 1  v r f  v p c - k e e p a l i v e
!
N 7 k - 2 ( c o n f i g ) #  v p c  d o m a i n  1
N 7 k - 2 ( c o n f i g - v p c - d o m a i n ) #  p e e r - k e e p a l i v e  d e s t i n a t i o n  1 0 . 1 . 1 . 1  s o u r c e  1 0 . 1 . 1 . 2  v r f  v p c - k e e p a l i v e
!
N 7 k - 1 #  s h o w  v p c
                ( * )  -  l o c a l  v P C  i s  d o w n ,  f o r w a r d i n g  v i a  v P C  p e e r - l i n k

v P C  d o m a i n  i d                    :  1
P e e r  s t a t u s                      :  p e e r  l i n k  n o t  c o n f i g u r e d
v P C  k e e p - a l i v e  s t a t u s            :  p e e r  i s  a l i v e
C o n f i g u r a t i o n  c o n s i s t e n c y  s t a t u s :  f a i l e d
C o n f i g u r a t i o n  c o n s i s t e n c y  r e a s o n :  v P C  p e e r - l i n k  d o e s  n o t  e x i s t
v P C  r o l e                         :  n o n e  e s t a b l i s h e d
N u m b e r  o f  v P C s  c o n f i g u r e d        :  0
P e e r  G a t e w a y                     :  D i s a b l e d
D u a l - a c t i v e  e x c l u d e d  V L A N s       :  -

Since our vPC keep-alive is working, we can move on to configuring the peer-link. Which, as shown in the diagram is made across Port-
Channel 100. First we’ll define the Port-Channel, then configure it as the vpc peer-link.

N 7 k - 1 ( c o n f i g ) #  i n t  e t h e r n e t  1 / 1  -  2
N 7 k - 1 ( c o n f i g - i f - r a n g e ) #  c h a n n e l - g r o u p  1 0 0  o n
N 7 k - 1 ( c o n f i g - i f - r a n g e ) #  i n t e r f a c e  p o r t - c h a n n e l  1 0 0
N 7 k - 1 ( c o n f i g - i f ) #  s w i t c h p o r t
N 7 k - 1 ( c o n f i g - i f ) #  s w i t c h p o r t  m o d e  t r u n k
N 7 k - 1 ( c o n f i g - i f ) #  v p c  p e e r - l i n k
P l e a s e  n o t e  t h a t  s p a n n i n g  t r e e  p o r t  t y p e  i s  c h a n g e d  t o  " n e t w o r k "  p o r t  t y p e  o n  v P C  p e e r - l i n k .
T h i s  w i l l  e n a b l e  s p a n n i n g  t r e e  B r i d g e  A s s u r a n c e  o n  v P C  p e e r - l i n k  p r o v i d e d  t h e  S T P  B r i d g e  A s s u r a n c e  ( w h i c h  i s  e n a b l e d  b y  d e f a u l t )  i s  n o t  d i s a b l e d .
!
N 7 k - 2 ( c o n f i g ) #  i n t  e t h e r n e t  1 / 1  -  2
N 7 k - 2 ( c o n f i g - i f - r a n g e ) #  c h a n n e l - g r o u p  1 0 0  o n
N 7 k - 2 ( c o n f i g - i f - r a n g e ) #  i n t e r f a c e  p o r t - c h a n n e l  1 0 0
N 7 k - 2 ( c o n f i g - i f ) #  s w i t c h p o r t
N 7 k - 2 ( c o n f i g - i f ) #  s w i t c h p o r t  m o d e  t r u n k
N 7 k - 2 ( c o n f i g - i f ) #  v p c  p e e r - l i n k
P l e a s e  n o t e  t h a t  s p a n n i n g  t r e e  p o r t  t y p e  i s  c h a n g e d  t o  " n e t w o r k "  p o r t  t y p e  o n  v P C  p e e r - l i n k .
T h i s  w i l l  e n a b l e  s p a n n i n g  t r e e  B r i d g e  A s s u r a n c e  o n  v P C  p e e r - l i n k  p r o v i d e d  t h e  S T P  B r i d g e  A s s u r a n c e  ( w h i c h  i s  e n a b l e d  b y  d e f a u l t )  i s  n o t  d i s a b l e d .
!
N 7 k - 1 #  s h o w  v p c
                ( * )  -  l o c a l  v P C  i s  d o w n ,  f o r w a r d i n g  v i a  v P C  p e e r - l i n k

v P C  d o m a i n  i d                    :  1
P e e r  s t a t u s                      :  p e e r  a d j a c e n c y  f o r m e d  o k
v P C  k e e p - a l i v e  s t a t u s            :  p e e r  i s  a l i v e
C o n f i g u r a t i o n  c o n s i s t e n c y  s t a t u s :  s u c c e s s
v P C  r o l e                         :  p r i m a r y
N u m b e r  o f  v P C s  c o n f i g u r e d        :  0
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Login

Khalid 0

P e e r  G a t e w a y                     :  D i s a b l e d
D u a l - a c t i v e  e x c l u d e d  V L A N s       :  -
v P C  P e e r - l i n k  s t a t u s
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
i d    P o r t    S t a t u s  A c t i v e  v l a n s
- -    - - - -    - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
1     P o 1 0 0    u p      1 - 2 0 , 1 0 0

Now we’re finally able to add our ports to the vPC itself.

N 7 k - 1 ( c o n f i g ) #  i n t e r f a c e  e t h 2 / 1
N 7 k - 1 ( c o n f i g - i f ) #  c h a n n e l - g r o u p  1  m o d e  a c t i v e
N 7 k - 1 ( c o n f i g - i f ) #  n o  s h u t d o w n
N 7 k - 1 ( c o n f i g - i f ) #  i n t e r f a c e  p o r t - c h a n n e l  1
N 7 k - 1 ( c o n f i g - i f ) #  s w i t c h p o r t
N 7 k - 1 ( c o n f i g - i f ) #  s w i t c h p o r t  m o d e  t r u n k
!
N 7 k - 2 ( c o n f i g ) #  i n t e r f a c e  e t h 2 / 2
N 7 k - 2 ( c o n f i g - i f ) #  c h a n n e l - g r o u p  1  m o d e  a c t i v e
N 7 k - 2 ( c o n f i g - i f ) #  n o  s h u t d o w n
N 7 k - 2 ( c o n f i g - i f ) #  i n t e r f a c e  p o r t - c h a n n e l  1
N 7 k - 2 ( c o n f i g - i f ) #  s w i t c h p o r t
N 7 k - 2 ( c o n f i g - i f ) #  s w i t c h p o r t  m o d e  t r u n k
!
N 7 k - 1 #  s h o w  v p c  1

v P C  s t a t u s
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
i d    P o r t    S t a t u s  C o n s i s t e n c y  R e a s o n                      A c t i v e  v l a n s
- -    - - - -    - - - - - -  - - - - - - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - -
1     P o 1    u p      s u c c e s s      s u c c e s s                        1 - 2 0 ,  1 0 0

The final step in all of this is to configure the port-channel on the third switch. This is configured as a normal port channel, no special
configuration options are needed. In fact, the third switch can be of any type (6509, 3750, etc).

N 7 k - 3 ( c o n f i g ) #  i n t  e t h e r n e t  2 / 1  -  2
N 7 k - 3 ( c o n f i g - i f - r a n g e ) #  c h a n n e l - g r o u p  1  o n
N 7 k - 3 ( c o n f i g - i f - r a n g e ) #  i n t e r f a c e  p o r t - c h a n n e l  1
N 7 k - 3 ( c o n f i g - i f ) #  s w i t c h p o r t
N 7 k - 3 ( c o n f i g - i f ) #  s w i t c h p o r t  m o d e  t r u n k

Who writes this crap?

Tony Mattke is a network engineer for a financial institution in Indiana. In the past he has worked for ISPs, data centers, networking

manufactures, and the occasional enterprise. For feedback, please leave a comment on the article in question. For everything else including
fan mail or death threats, contact him via twitter.
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Tony, great writeup and explains it well, just one question, Does the peer keep-alive need to be a 10G interface or can you allocate any 1G copper
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You can most certainly use 1-Gig Copper for your peer keep-alive.. that's actually how I'm running in production right now. Your peer-links most
definitely need to be 10g though..
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Thank Tony!

· 26 weeks ago

Have you ever put any STP enhancements on your VPC topology other than bridge assurance? Root guard, loop guard, bpdu guard??? TCN's are
killing me in my VPC topology--haven't been able to nail down why, but very disruptive!!
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