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by Tony Mattke on February 1, 2011

 

 

�

The Nexus 7000 and 5000 series have taken port-channel functionality to the next level by enabling port-channels to exist between links that
are connected to different devices. Virtual Port Channels (vPCs) were introduced in NX-OS v4.1(4). vPCs offer better bandwidth utilization

while allowing for device level redundancy with faster convergence times compared to multiple port-channels using spanning tree. vPCs also
eliminate the need for spanning tree blocked ports.

The vPC Domain

vPCs are configured by associating two Nexus switches (Nexii?) into a vPC domain. Within that domain information is exchanged across
two special link types. The vPC peer-keepalive link provides heartbeating between the vPC peers to ensure that both devices are online

² preventing any active/active (split-brain) scenarios that could present loops into the topology. The vPC peer link is used to exchange
state information between the vPC peers. It also provides additional mechanisms that can detect and prevent any split-brain circumstances.

vPC Configuration

Our first step here is to enable the vPC feature on N7k-1 and -2.

N 7 k - 1 #  c o n f  W
E n W e U  c o n f i g X U a W i o n  c o m m a n d V ,  o n e  p e U  l i n e .   E n d  Z i W h  C N T L / Z .
N 7 k - 1 ( c o n f i g ) #  f e a W X U e  Y p c

Once complete, we can create our VRF for the VPC keepalive, and test its connectivity.

�
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N 7 N - 1 ( F R Q I L J ) #  Y U I  F R Q W H [ W  Y S F - N H H S D O L Y H
N 7 N - 1 ( F R Q I L J - Y U I ) #  L Q W  H W K  2 / 1 0
N 7 N - 1 ( F R Q I L J - L I ) #  Q R  V Z L W F K S R U W
N 7 N - 1 ( F R Q I L J - L I ) #  Y U I  P H P E H U  Y S F - N H H S D O L Y H
N 7 N - 1 ( F R Q I L J - L I ) #  L S  D G G  1 0 . 1 . 2 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
N 7 N - 1 ( F R Q I L J - L I ) #  Q R  V K X W
!
N 7 N - 2 ( F R Q I L J ) #  Y U I  F R Q W H [ W  Y S F - N H H S D O L Y H
N 7 N - 2 ( F R Q I L J - Y U I ) #  L Q W  H W K  2 / 1 0
N 7 N - 2 ( F R Q I L J - L I ) #  Q R  V Z L W F K S R U W
N 7 N - 2 ( F R Q I L J - L I ) #  Y U I  P H P E H U  Y S F - N H H S D O L Y H
N 7 N - 2 ( F R Q I L J - L I ) #  L S  D G G  1 0 . 1 . 2 . 2  2 5 5 . 2 5 5 . 2 5 5 . 2 5 2
N 7 N - 2 ( F R Q I L J - L I ) #  Q R  V K X W
!
N 7 N - 1 #  S L Q J  1 0 . 1 . 1 . 2  Y U I  Y S F - N H H S D O L Y H
P I N G  1 0 . 1 . 1 . 2  ( 1 0 . 1 . 1 . 2 ) :  5 6  G D W D  E \ W H V
6 4  E \ W H V  I U R P  1 0 . 1 . 1 . 2 :  L F P S _ V H T = 0  W W O = 2 5 4  W L P H = 1 . 2 4  P V
6 4  E \ W H V  I U R P  1 0 . 1 . 1 . 2 :  L F P S _ V H T = 1  W W O = 2 5 4  W L P H = 0 . 9 4 1  P V
6 4  E \ W H V  I U R P  1 0 . 1 . 1 . 2 :  L F P S _ V H T = 2  W W O = 2 5 4  W L P H = 0 . 8 0 8  P V
6 4  E \ W H V  I U R P  1 0 . 1 . 1 . 2 :  L F P S _ V H T = 3  W W O = 2 5 4  W L P H = 0 . 8 1 7  P V
6 4  E \ W H V  I U R P  1 0 . 1 . 1 . 2 :  L F P S _ V H T = 4  W W O = 2 5 4  W L P H = 0 . 8 1 6  P V

- - -  1 0 . 1 . 1 . 2  S L Q J  V W D W L V W L F V  - - -
5  S D F N H W V  W U D Q V P L W W H G ,  5  S D F N H W V  U H F H L Y H G ,  0 . 0 0 %  S D F N H W  O R V V
U R X Q G - W U L S  P L Q / D Y J / P D [  =  0 . 8 0 8 / 0 . 9 2 4 / 1 . 2 4  P V

We can now assign this as our vPC domain¶s peer-keepalive link and verify that it is working.

N 7 N - 1 ( F R Q I L J ) #  Y S F  G R P D L Q  1
N 7 N - 1 ( F R Q I L J - Y S F - G R P D L Q ) #  S H H U - N H H S D O L Y H  G H V W L Q D W L R Q  1 0 . 1 . 1 . 2  V R X U F H  1 0 . 1 . 1 . 1  Y U I  Y S F - N H H S D O L Y H
!
N 7 N - 2 ( F R Q I L J ) #  Y S F  G R P D L Q  1
N 7 N - 2 ( F R Q I L J - Y S F - G R P D L Q ) #  S H H U - N H H S D O L Y H  G H V W L Q D W L R Q  1 0 . 1 . 1 . 1  V R X U F H  1 0 . 1 . 1 . 2  Y U I  Y S F - N H H S D O L Y H
!
N 7 N - 1 #  V K R Z  Y S F
                ( * )  -  O R F D O  Y P C  L V  G R Z Q ,  I R U Z D U G L Q J  Y L D  Y P C  S H H U - O L Q N

Y P C  G R P D L Q  L G                    :  1
P H H U  V W D W X V                      :  S H H U  O L Q N  Q R W  F R Q I L J X U H G
Y P C  N H H S - D O L Y H  V W D W X V            :  p e e r  i s  a l i Y e
C R Q I L J X U D W L R Q  F R Q V L V W H Q F \  V W D W X V :  I D L O H G
C R Q I L J X U D W L R Q  F R Q V L V W H Q F \  U H D V R Q :  Y P C  S H H U - O L Q N  G R H V  Q R W  H [ L V W
Y P C  U R O H                         :  Q R Q H  H V W D E O L V K H G
N X P E H U  R I  Y P C V  F R Q I L J X U H G        :  0
P H H U  G D W H Z D \                     :  D L V D E O H G
D X D O - D F W L Y H  H [ F O X G H G  V L A N V       :  -

Since our vPC keep-alive is working, we can move on to configuring the peer-link. Which, as shown in the diagram is made across Port-
Channel 100. First we¶ll define the Port-Channel, then configure it as the vpc peer-link.

N 7 N - 1 ( F R Q I L J ) #  L Q W  H W K H U Q H W  1 / 1  -  2
N 7 N - 1 ( F R Q I L J - L I - U D Q J H ) #  F K D Q Q H O - J U R X S  1 0 0  R Q
N 7 N - 1 ( F R Q I L J - L I - U D Q J H ) #  L Q W H U I D F H  S R U W - F K D Q Q H O  1 0 0
N 7 N - 1 ( F R Q I L J - L I ) #  V Z L W F K S R U W
N 7 N - 1 ( F R Q I L J - L I ) #  V Z L W F K S R U W  P R G H  W U X Q N
N 7 N - 1 ( F R Q I L J - L I ) #  Y S F  S H H U - O L Q N
P O H D V H  Q R W H  W K D W  V S D Q Q L Q J  W U H H  S R U W  W \ S H  L V  F K D Q J H G  W R  " Q H W Z R U N "  S R U W  W \ S H  R Q  Y P C  S H H U - O L Q N .
T K L V  Z L O O  H Q D E O H  V S D Q Q L Q J  W U H H  B U L G J H  A V V X U D Q F H  R Q  Y P C  S H H U - O L Q N  S U R Y L G H G  W K H  S T P  B U L G J H  A V V X U D Q F H  ( Z K L F K  L V  H Q D E O H G  E \  G H I D X O W )  L V  Q R W  G L V D E O H G .
!
N 7 N - 2 ( F R Q I L J ) #  L Q W  H W K H U Q H W  1 / 1  -  2
N 7 N - 2 ( F R Q I L J - L I - U D Q J H ) #  F K D Q Q H O - J U R X S  1 0 0  R Q
N 7 N - 2 ( F R Q I L J - L I - U D Q J H ) #  L Q W H U I D F H  S R U W - F K D Q Q H O  1 0 0
N 7 N - 2 ( F R Q I L J - L I ) #  V Z L W F K S R U W
N 7 N - 2 ( F R Q I L J - L I ) #  V Z L W F K S R U W  P R G H  W U X Q N
N 7 N - 2 ( F R Q I L J - L I ) #  Y S F  S H H U - O L Q N
P O H D V H  Q R W H  W K D W  V S D Q Q L Q J  W U H H  S R U W  W \ S H  L V  F K D Q J H G  W R  " Q H W Z R U N "  S R U W  W \ S H  R Q  Y P C  S H H U - O L Q N .
T K L V  Z L O O  H Q D E O H  V S D Q Q L Q J  W U H H  B U L G J H  A V V X U D Q F H  R Q  Y P C  S H H U - O L Q N  S U R Y L G H G  W K H  S T P  B U L G J H  A V V X U D Q F H  ( Z K L F K  L V  H Q D E O H G  E \  G H I D X O W )  L V  Q R W  G L V D E O H G .
!
N 7 N - 1 #  V K R Z  Y S F
                ( * )  -  O R F D O  Y P C  L V  G R Z Q ,  I R U Z D U G L Q J  Y L D  Y P C  S H H U - O L Q N

Y P C  G R P D L Q  L G                    :  1
P H H U  V W D W X V                      :  S H H U  D G M D F H Q F \  I R U P H G  R N
Y P C  N H H S - D O L Y H  V W D W X V            :  S H H U  L V  D O L Y H
C R Q I L J X U D W L R Q  F R Q V L V W H Q F \  V W D W X V :  V X F F H V V
Y P C  U R O H                         :  S U L P D U \
N X P E H U  R I  Y P C V  F R Q I L J X U H G        :  0
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Login

Khalid 0

P e e U  G a W e Z a \                     :  D i V a b l e d
D X a l - a c W i Y e  e [ c l X d e d  V L A N V       :  -
Y P C  P e e U - l i n k  V W a W X V
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
i d    P o U W    S W a W X V  A c W i Y e  Y l a n V
- -    - - - -    - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
1     P o 1 0 0    X p      1 - 2 0 , 1 0 0

Now we¶re finally able to add our ports to the vPC itself.

N 7 k - 1 ( c o n f i g ) #  i n W e U f a c e  e W h 2 / 1
N 7 k - 1 ( c o n f i g - i f ) #  c h a n n e l - g U o X p  1  m o d e  a c W i Y e
N 7 k - 1 ( c o n f i g - i f ) #  n o  V h X W d o Z n
N 7 k - 1 ( c o n f i g - i f ) #  i n W e U f a c e  p o U W - c h a n n e l  1
N 7 k - 1 ( c o n f i g - i f ) #  V Z i W c h p o U W
N 7 k - 1 ( c o n f i g - i f ) #  V Z i W c h p o U W  m o d e  W U X n k
!
N 7 k - 2 ( c o n f i g ) #  i n W e U f a c e  e W h 2 / 2
N 7 k - 2 ( c o n f i g - i f ) #  c h a n n e l - g U o X p  1  m o d e  a c W i Y e
N 7 k - 2 ( c o n f i g - i f ) #  n o  V h X W d o Z n
N 7 k - 2 ( c o n f i g - i f ) #  i n W e U f a c e  p o U W - c h a n n e l  1
N 7 k - 2 ( c o n f i g - i f ) #  V Z i W c h p o U W
N 7 k - 2 ( c o n f i g - i f ) #  V Z i W c h p o U W  m o d e  W U X n k
!
N 7 k - 1 #  V h o Z  Y p c  1

Y P C  V W a W X V
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
i d    P o U W    S W a W X V  C o n V i V W e n c \  R e a V o n                      A c W i Y e  Y l a n V
- -    - - - -    - - - - - -  - - - - - - - - - - -  - - - - - - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - -
1     P o 1    X p      V X c c e V V      V X c c e V V                        1 - 2 0 ,  1 0 0

The final step in all of this is to configure the port-channel on the third switch. This is configured as a normal port channel, no special
configuration options are needed. In fact, the third switch can be of any type (6509, 3750, etc).

N 7 k - 3 ( c o n f i g ) #  i n W  e W h e U n e W  2 / 1  -  2
N 7 k - 3 ( c o n f i g - i f - U a n g e ) #  c h a n n e l - g U o X p  1  o n
N 7 k - 3 ( c o n f i g - i f - U a n g e ) #  i n W e U f a c e  p o U W - c h a n n e l  1
N 7 k - 3 ( c o n f i g - i f ) #  V Z i W c h p o U W
N 7 k - 3 ( c o n f i g - i f ) #  V Z i W c h p o U W  m o d e  W U X n k

Who Zrites this crap?

Tony Mattke is a network engineer for a financial institution in Indiana. In the past he has worked for ISPs, data centers, networking

manufactures, and the occasional enterprise. For feedback, please leave a comment on the article in question. For everything else including
fan mail or death threats, contact him via twitter.
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Tony, great writeup and explains it well, just one question, Does the peer keep-alive need to be a 10G interface or can you allocate any 1G copper
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tZitter

I really think today's generation needs a new show like Rosanne. That show made it clear that my family was only as fucked up

as the rest. about 1 hour ago from Twitter for Mac ReplyRetweetFavorite
RT @hotdougs: Game of the Week 12/19~ Mountain Man (combination of Elk, Antelope, Buffalo & Venison) w/ Cranberry

Mustard & Hickory-Smok ... about 2 hours ago from Twitter for Mac ReplyRetweetFavorite
Thanks to @MCLNicolas putting the idea in my head. I'll be heading down to my grandmother's for dinner & of course

shooting in her back yard about 1 day ago from Twitter for Mac ReplyRetweetFavorite

Odd… roto(config-webvpn)# anyconnect image disk0:/anyconnect-win-3.0.4235-k9.pkg 2 Failed to unzip the Anyconenct
Package about 1 day ago from Twitter for Mac ReplyRetweetFavorite

Wow.... it's so much quieter in my home office / lab. Turned off a server, old router, and 2 switches. Using just an ASA 5505
now. about 2 days ago from Twitter for Mac ReplyRetweetFavorite

I find it odd that the ASA (being a decent SOHO device) doesn't support static DHCP reservations.. about 2 days ago from

Twitter for Mac ReplyRetweetFavorite
For no reason whatsoever.. I declare that Mr. @jlgaddis is the freaking man… that is all. about 2 days ago from Twitter for

Mac ReplyRetweetFavorite
FolloZFolloZ  @tonhe@tonhe 889 folloZ ers
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